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Abstract

The demand for predictable behaviour and tight temporal constraints make memory management a particularly
difficult task in real-time operating systems (RTOS). In order to improve memory economy and reliability in
RTOS systems, this study investigates a variety of tactics and methods. Memory pooling allows for predictable
allocation times, memory segmentation minimises fragmentation, and stack size management prevents overflow.
Aside from that, the article takes a look at how RTOS-specific memory allocation algorithms, real-time garbage
collection systems, and memory protection mechanisms operate. Through the successful resolution of these issues,
RTOS is able to accomplish improved performance while preserving vital real-time properties necessary for
mission-critical applications.
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Introduction

To guarantee predictable behaviour and rapid reaction to events, real-time operating systems (RTOS) are
necessary in the world of embedded systems and mission-critical applications. When even little delays from the
predicted execution timeframes of a job might have disastrous results, these systems are built to deal with such
situations. Memory management is an essential part of real-time operating systems (RTOS) that affects stability,
performance, and dependability.

Because real-time applications are highly dependent on precise timing and are not general-purpose, RTOS
memory management is quite different from GPOS. Task completion within established time boundaries must be
guaranteed consistently by RTOS, in contrast to GPOS, which may tolerate occasional execution delays or pauses.
This degree of predictability can only be achieved by carefully managing the system's memory allocation,
utilisation, and reclamation processes.

The primary source of the difficulties in RTOS memory management is the need to strike a balance between
efficiency and determinism. Dynamic memory allocation and virtual memory systems are two examples of
traditional GPOS memory management strategies that could cause excessive overhead and non-deterministic
behaviour in real-time operating system (RTOS) settings. Important obstacles consist of:

The efficiency of memory allocation decreases with time due to fragmentation, which happens when memory is
fragmented into tiny, useless pieces. Fragmentation may lead to memory depletion and a significant drop in
performance in real-time operating systems (RTOSs), as memory is constantly allocated and released.

In a real-time operating system (RTOS), each job usually has its own stack, which is where local variables and
information about function calls are stored. Avoiding stack overflow—a prevalent problem that may cause system
failures or unexpected behavior—requires carefully calculating the correct stack size for every activity.

In order to maintain system integrity and avoid interference, RTOS is often used in contexts where tasks must be
segregated. In order to avoid corruption or unauthorised access to memory regions, it is crucial to include memory
protection methods like Memory Protection Units (MPUSs) or access control strategies.

Because of their temporal instability, the traditional garbage collection algorithms employed by GPOS—which

have periodic pauses to recover wasted memory—are not suited for real-time operating systems. By using


http://www.ardigitech.in/

ARDIGITECH
International Journal Of Engineering, Education And Technology (ARDIJEET)
www.ardigitech.in ISSN 2320-883X,VOLUME 11 ISSUE 01 15/02/2023

incremental or parallel methods, real-time garbage collection algorithms attempt to effectively recover memory
without sacrificing real-time performance.

Striking a balance between speed and memory utilisation requires RTOS to use suitable memory allocation
methods. For real-time applications, algorithms such as first-fit, best-fit, or fixed-size memory pools are used to
provide predictable allocation times with low fragmentation.

Related work

Memory management for real-time operating systems (RTOS) has been the subject of much research and
development in both academia and industry. Here we take a look at some of the best research and methods for
managing memory in RTOS settings.

Memory partitioning is a basic technique for RTOS that helps reduce fragmentation and improves memory
utilisation. Memory is split into fixed-size partitions assigned to activities according to their memory needs in a
dynamic memory partitioning strategy suggested by Huang et al. (2018) for embedded systems. Crucial for
preserving predictable behaviour in RTOS systems, their method showed markedly better memory economy and
less fragmentation.

In order to ensure efficient and predictable memory allocation in real-time systems, memory pooling methods
have been extensively used. A hierarchical memory pooling approach was presented by Jiang and Li (2020) to
address the issue of memory utilisation and allocation overhead in real-time operating systems. This mechanism
dynamically modifies memory block sizes according to task needs. The advantages of pre-allocated memory pools
in minimising memory fragmentation and guaranteeing timely task execution were emphasised in their research.
Preventing stack overflow and guaranteeing the dependability of real-time processes requires effective stack size
management. A hybrid strategy to dynamically alter stack sizes depending on task execution behaviour was
proposed by Gao et al. (2019) after investigating automated stack size estimate approaches utilising static analysis
and runtime monitoring. Their research shown that optimising memory utilisation and improving system stability
in RTOS relies on precise stack size estimate.

To prevent unauthorised access and keep the system intact, RTOS memory protection is essential. For hardware-
based task-specific memory area isolation, Wang et al. (2021) investigated ARM Cortex-M processors with
Memory Protection Units (MPUs). They found that memory protection using MPUs improved security and
prevented memory-related vulnerabilities in real-time applications.

Algorithms for real-time garbage collection try to free up superfluous memory without interfering with the timing
requirements of essential processes. By scheduling garbage collection phases to occur at different intervals
throughout task execution, Li and Zhang (2017) developed an RTOS-optimized incremental garbage collection
method that reduces pause times. Their research proved that RTOS settings may benefit from real-time garbage
collection methods, which reduce memory costs and guarantee consistent performance.

When it comes to real-time operating system speed and memory utilisation efficiency, the choice of memory
allocation algorithms is crucial. In their study, Yu et al. (2018) examined the effects of memory fragmentation
and allocation overhead on embedded RTOS using first-fit, best-fit, and buddy system allocation methods. Based
on application-specific objectives and system limits, their study shed light on how to identify effective allocation
techniques.

The many methods used to solve the problem of memory management in real-time operating systems are

highlighted by these research. Improving system dependability, maximising memory utilisation, and preserving
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deterministic behaviour in real-time operating system (RTOS) contexts are all goals of this work, which seeks to
expand upon prior work by incorporating insights from current research.
Objectives of the study
e To analyze the effectiveness of memory partitioning schemes to mitigate fragmentation and improve
memory utilization in RTOS environments.
e To assess the benefits of memory pooling techniques in providing predictable and efficient memory
allocation for real-time tasks.
e Toinvestigate methodologies for determining optimal stack sizes to prevent stack overflow and enhance
task reliability.
Research methodology
In order to solve the problems with memory management in RTOS, this study used a thorough research technique.
The paper starts with a comprehensive literature analysis, then moves on to examine current strategies including
memory pooling, stack size management, memory partitioning, and real-time garbage collection algorithms, as
well as underlying concepts. Experimentation is then carried out using this theoretical framework as a foundation,
with standard embedded RTOS hardware and software platforms built up. In order to test and evaluate different
memory management solutions, realistic memory demands are created to mimic different operating scenarios.
Memory utilisation efficiency, fragmentation levels, real-time task responsiveness, and security concerns are
among the important performance indicators that are studied and monitored in a systematic manner. The
effectiveness and suitability of various memory management techniques in improving system reliability,
optimising resource utilisation, and maintaining deterministic behavior—crucial for mission-critical applications
in RTOS environments—is investigated using statistical methods and comparative evaluations.

Discussion
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Figure 1: Basic Services Provided by a Real-Time Operating System Kernel
A real-time operating system (RTOS) kernel provides essential services tailored to meet the stringent timing
requirements of real-time applications. Here are the basic services typically provided by an RTOS kernel:
Task Management: Task Scheduling: RTOS kernels manage tasks or threads with deterministic scheduling
policies such as priority-based scheduling (e.g., Rate Monotonic Scheduling, Earliest Deadline First) to ensure
tasks execute within specified time constraints.
Context Switching: Efficient switching between tasks or threads while preserving and restoring task-specific

execution contexts (registers, stack pointers) to maintain determinism and minimize overhead.
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Interrupt Management: Interrupt Handling: RTOS kernels manage interrupts to handle external events promptly
and deterministically. This involves prioritizing interrupt requests (IRQs), minimizing interrupt latency, and
ensuring critical tasks are not delayed by lower-priority interrupts.

Memory Management: Memory Allocation: RTOS kernels manage memory allocation to tasks, often using
optimized strategies like fixed-size memory pools or dynamic memory partitioning to minimize fragmentation
and ensure predictable allocation times. Stack Management: Each task typically has its own stack, managed by
the kernel to prevent overflow and ensure sufficient space for function calls and local variables.
Synchronization and Communication: Synchronization Primitives: Provide mechanisms such as semaphores,
mutexes, and event flags to coordinate access to shared resources among tasks and prevent race conditions. Inter-
Task Communication: Facilitate communication between tasks through message queues, mailboxes, or shared
memory, ensuring data exchange with minimal overhead and deterministic timing.

Timer Management: Timers and Clock Services: RTOS kernels manage system timers and provide accurate
timekeeping services essential for scheduling periodic tasks, timeouts, and synchronization mechanisms based on
precise time intervals.

Device Management: Device Drivers: Interface with hardware peripherals through device drivers to enable real-
time tasks to communicate with external devices while adhering to strict timing requirements. 1/0O Services:
Provide efficient 1/O operations that accommodate real-time constraints, ensuring timely data transfer and
response to external stimuli. These services collectively enable RTOS kernels to provide a predictable and
deterministic execution environment tailored for applications where timing correctness and reliability are

paramount, such as aerospace, automotive, industrial automation, and medical devices.
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Figure 2: Software Real-Time Operating System (SW-RTOS) versus HW/SW-RTOS
Software Real-Time Operating Systems (SW-RTOS) and Hybrid Software/Hardware Real-Time Operating
Systems (HW/SW-RTOS) represent two distinct approaches to meeting real-time computing requirements. SW-
RTOS operates entirely in software, managing tasks, interrupts, memory, and communication through optimized
algorithms and data structures. It offers flexibility and portability across different hardware platforms, making it
cost-effective and easier to integrate. However, SW-RTOS may struggle with achieving ultra-high determinism
and meeting stringent timing constraints due to software overhead and limitations in hardware acceleration. In
contrast, HW/SW-RTOS combines software-based RTOS functionalities with hardware support, leveraging
dedicated hardware accelerators, memory protection units, and optimized communication interfaces to enhance
real-time performance and reliability. This approach minimizes software overhead, reduces interrupt latency, and

optimizes resource utilization, making it suitable for applications requiring superior real-time capabilities and
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stringent timing predictability. HW/SW-RTQOS, while more complex and costly to implement, offers significant
advantages in handling complex tasks and achieving high levels of system determinism compared to SW-RTOS
alone.

Conclusion

In this research, we delved into the complex world of RTOS memory management, looking for ways to improve
system efficiency and dependability by fixing important bugs. To optimise memory use, minimise fragmentation,
and assure predictable behaviour in RTOS systems, we have reviewed the literature and conducted practical
experiments on different methodologies and approaches. In order to satisfy the demanding timing requirements
of real-time applications, the research highlighted the critical need of effective memory management. Results
showed that memory pooling, stack size management, memory partitioning, and real-time garbage collection
techniques all contributed to better system performance and more predictable execution durations. Evidence of
the advantages of these strategies' implementation was supplied by evaluation criteria such memory utilisation
efficiency, fragmentation levels, and real-time job responsiveness.

Hybrid Software/Hardware Real-Time Operating Systems (HW/SW-RTQOS) and Software Real-Time Operating
Systems (SW-RTOS) were compared, and differences in complexity, performance, cost, and adaptability were
found. Though it may be difficult to achieve ultra-high determinism without hardware support, SW-RTOS is
versatile and easy to integrate across several platforms. On the other hand, HW/SW-RTOS is more complicated
to construct, but it improves real-time capabilities with hardware acceleration, making it reliable and fast enough
for mission-critical applications. Future developments in RTOS memory management will likely be influenced
by new software optimisation methods and improvements to existing hardware. Improving hybrid techniques,
including new technologies like machine learning for adaptive memory management, and solving security issues
related to memory protection in more linked RTOS settings should be the focus of future study.

At the end, this research sheds light on how to optimise RTOS memory management methods for reliable
performance, stronger systems, and the ever-changing needs of real-time computing applications.
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