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Abstract: Cloud-native computing has fundamentally changed how applications are built, offering solutions that are
scalable, cost-effective, and adaptable. This research explores the creation and execution of a cloud-native application
using serverless functions, a design approach that removes the requirement for server management while maximizing
resource usage. The application uses Function-as-a-Service (FaaS) platforms to dynamically run separate, event-driven
functions in response to user and system activities. Important elements include API gateways for smooth client
interaction, event triggers for real-time processing, and scalable databases for effective data storage. The suggested
design highlights modularity, allowing for easier upgrades and maintenance, and assures high availability by utilizing
distributed cloud infrastructure. Security measures, such as identity and access management (IAM) and encrypted data
transmission, are included to secure the application. The implementation is validated by performance benchmarking,
which shows lower latency and cost-effectiveness when compared to traditional monolithic or microservices designs.
This research illustrates the potential of serverless computing for speeding up development cycles and supporting
modern, resilient cloud-native applications in a variety of industries. [3]
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1. Introduction

Function-as-a-Service (FaaS), or serverless functions, is a cloud computing model where developers create and execute
applications without managing the underlying server infrastructure. These functions are triggered by specific events, like
HTTP requests, file uploads, or database changes. Building serverless functions requires a different approach than
traditional application development. They should be small, focused, and stateless, each with a single, well-defined
purpose. Each function should handle one specific task. This promotes modularity, reusability, and simplified
maintenance. Functions shouldn't store data between executions. Any required data persistence should be handled by
external services like databases or object storage. Clearly defined input and output structures are essential. This ensures
smooth communication and integration between different functions and services. Functions should produce the same
result regardless of how many times they're executed with the same input. This improves data consistency and simplifies
retry mechanisms. Setting appropriate timeouts and resource limits prevents runaway functions from impacting overall

system performance.
2. Project Objectives:
e To design applications that automatically scale based on demand without manual intervention or resource
provisioning.
e To optimize resource usage by executing code only when necessary, paying only for the actual compute time

used.
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e To accelerate development by allowing developers to focus on writing code rather than managing infrastructure.
3. Literature Review

The advent of cloud computing has caused a sea shift in the app development life cycle. Cloud computing has come a
long way, with traditional models like Infrastructure-as-a-Service (Iaas) and Platform-as-a-Service (Pass) allowing
businesses to tap into computer resources whenever they need them [1].

A new server-less computing concept has arisen to solve these problems by removing the need to maintain the underlying
infrastructure [2]. Developers develop and deploy individual functions in a server-less architecture. Events or requests
trigger these functions. In response to changes in demand, the cloud service provider automatically scales up or down the
resources used to carry out these tasks. Without worrying about server provisioning, scalability, or maintenance,
developers can concentrate entirely on building code and providing business value by utilizing this strategy. [2]

Data management in server-less systems requires a distinct strategy compared to conventional designs. Functions that do
not rely on servers cannot maintain permanent connections to storage services or databases because they are stateless and
have a limited execution period. Instead, information needs to be kept in third-party services designed to handle server-
less access patterns. [3].

4. Motivation

Serverless functions eliminate the need for developers to manage servers, reducing the operational burden associated
with infrastructure provisioning, scaling, and maintenance. This allows developers to focus solely on writing business
logic, streamlining the development process. Serverless computing operates on a pay-as-you-go model, where you only
pay for the resources used during function execution. This makes it a cost-effective solution for handling variable
workloads. There is no need to maintain idle servers, which further optimizes costs by scaling resources dynamically.
Serverless functions can automatically scale based on demand. This means they can easily handle both low and high
volumes of traffic without requiring manual intervention or reconfiguration. The cloud provider takes care of scaling
resources to meet the application's needs, making it ideal for fluctuating workloads. Serverless architecture accelerates
application development by simplifying infrastructure management. Developers can deploy code faster, experiment with
different components, and make changes without worrying about the underlying infrastructure. This results in quicker
prototyping and faster product launches. Serverless design allows developers to focus purely on business logic, without
getting bogged down by concerns such as infrastructure setup, capacity planning, or server maintenance. This ensures

more innovation and agility in developing applications. [6]

5. Proposed Methodology:
Serverless functions operate within an event-driven architecture, where cloud providers manage infrastructure, allowing
developers to focus solely on writing business logic. These functions are lightweight, short-lived, and triggered by
specific events. Below is an explanation of how serverless functions operate:
e Function Deployment:
Developers write small functions that handle tasks such as data processing, interacting with databases, or calling
APIs. These functions are uploaded to a serverless platform (e.g., AWS Lambda, Azure Functions, or Google
Cloud Functions), where they are stored and ready to be executed.
o Event Triggering:
Serverless functions are activated by events. These events can include:

O An HTTP request (e.g., a REST API call)
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0 A change in cloud storage (e.g., uploading a file to a storage bucket)
O A message added to a queue (e.g., a new task in a job queue)
0 A scheduled task (e.g., running a function at a set time or interval)
The cloud provider monitors these events and triggers the corresponding serverless function when an event

occurs.

e  Function Execution:
Once an event is detected, the cloud provider automatically allocates resources to execute the function. This
allocation occurs on-demand, meaning no resources are used unless the function is triggered. The function runs
its logic and may interact with cloud services like databases, storage, or external APIs. Serverless functions are
stateless, meaning they don’t retain any data or context between invocations. If the function needs to store
persistent data (e.g., user sessions or database records), external services like databases or object storage are

used. [7]

e  Scaling:
Serverless functions automatically scale to accommodate the number of incoming requests or events. If there is
an increase in traffic or events, new instances of the function are created to handle the load. If the traffic
decreases, the cloud provider scales down the instances, possibly terminating them if no further events are

triggered. This scaling process is elastic and requires no manual intervention.

o Execution Time and Resource Management:
Serverless functions are designed to execute quickly, typically within milliseconds or seconds. Platforms impose
execution time limits (e.g., AWS Lambda limits execution to 15 minutes). If the function runs too long, it is
terminated. Developers can define resource limits such as memory allocation and maximum execution duration

to ensure efficient use of resources.

e Cold Start:
When a serverless function is invoked for the first time or after a period of inactivity, it may experience a cold
start. During a cold start, the platform needs to initialize resources and load the function’s runtime environment,
which can cause slight delays. Once the function has run once, it remains "warm" for subsequent invocations,

reducing the latency caused by cold starts.

e Response and Termination:
After execution, the function returns a response, such as JSON, HTML, or other data formats, based on the task
it performed. Once the function completes its job, it terminates, and the cloud provider automatically releases

the allocated resources. The platform handles the management and cleanup of these resources. [8]
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Serverless Triggers

HTTP

6. Expected Outcomes

Fig. 1 Flow of the proposed system

b Tabkes 3 Crasse teble

Create table

Fig. 3 Configuring an app
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[cloudshell-user@ip-10-140-100-46 ~]$ 1s

[cloudshell-user@ip-10-140-100-46 ~]$ unzip message-body.zip
Archive: message-body.zip

inflating: message-body-1.json
inflating: message-body-2.json
inflating: message-body-3.json
inflating: message-body-4.json
inflating: message-body-5.json

[cloudshell-user@ip-10-140-108-46 ~]% 1s
message-body-1.json message-body-2.json messagsmbody-3.json message-body-4.json message-body-5.json
[cloudshell-user@ip-10-140-100-46 ~]1$ [l

Fig. 4 Storing of file in application

7. Benefits

Serverless functions offer numerous advantages, making them a compelling choice for cloud-native applications and

microservice architectures. These benefits include:

Cost-Effectiveness: A pay-as-you-go model means you only pay for the compute time used, not idle time. This
significantly reduces costs, especially for workloads with fluctuating or unpredictable usage.

Automatic Scaling: Serverless functions automatically scale based on demand. The cloud provider manages
resource allocation, ensuring efficient use without manual intervention.

Simplified Infrastructure: Developers don't manage servers. This allows them to focus on code and
application features, not infrastructure provisioning, maintenance, or scaling.

Faster Deployment: Serverless platforms accelerate development and deployment. Code changes can be
deployed quickly without infrastructure configuration, enabling rapid updates, testing, and iteration.

High Availability: Built-in fault tolerance and deployment across multiple availability zones ensure minimal
downtime. If one function instance fails, another takes over.

Event-Driven: Triggered by events (HTTP requests, database changes, etc.), serverless functions are ideal for
event-driven applications like real-time processing, automation, and microservice communication.

Reduced Operational Complexity: No server, load balancer, or database management simplifies operations,
allowing teams to focus on coding and innovation.

Enhanced Security: Serverless platforms often include built-in security features like automatic patching,
network isolation, and data encryption, minimizing security concerns.

Flexibility and Agility: Working with individual components enables modular application development,
facilitating rapid changes and adaptations to evolving business needs.

Efficient Resource Use: Automatic scaling ensures resources are only used when needed, maximizing
efficiency and minimizing waste compared to traditional systems.

Global Reach: Global infrastructure allows functions to run in multiple regions, improving performance and
providing localized services.

Focus on Business Logic: Developers can concentrate on code and business logic, while the cloud provider

handles infrastructure, scaling, and resources, enabling faster innovation and better user experiences.

8. Conclusion:
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This paper examines the implementation of serverless computing for building scalable and cost-effective cloud
applications. It covers the fundamental concepts, benefits, and challenges of serverless computing, and proposes a
framework for designing and deploying such architectures. Performance, scalability, and cost-effectiveness are evaluated
across different cloud platforms and workloads through experimentation. The results demonstrate the significant
advantages of serverless architectures, including lower operational overhead, improved scalability, and cost reductions.
The paper also discusses best practices and identifies future research directions for addressing current limitations and
optimizing serverless adoption. Expected advancements in orchestration, state management, performance, and security
will further enhance serverless computing. In summary, serverless computing offers a compelling approach for
developing scalable and cost-efficient cloud applications. By leveraging the benefits of serverless architectures and
following best practices, organizations can improve agility, efficiency, and innovation in their cloud-native application

development and deployment.
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